The uses of the World Wide Web on the Internet for commerce and information access continue to expand. The e-commerce business has proven to be a promising channel of choice for consumers as it is gradually transforming into a mainstream business activity. However, lack of trust has been identified as a major obstacle to the adoption of online shopping. Empirical study of online trust is constrained by the shortage of high-quality measures of general trust in the e-commence contexts. Based on theoretical or empirical studies in the literature of marketing or information system, nine factors have sound theoretical sense and support from the literature.
INTRODUCTION
The explosive growth of the World Wide Web on the Internet has given rise to a promising locus of commerce. Through e-commerce, businesses have the opportunity to sell products and services 24 hours a day and to reduce costs associated with personnel and retail space. Also, online businesses have more chances of attracting new consumers and having worldwide exposure. Whereas electronic commerce (ecommerce) can save time and vanquish spatial barriers [57] , [63] , e-commerce has been widely spread in the popular business press for providing new ways to create business value and driving strong economic progress.
According to [36] , online retail sales reached US$81 billion in the United States in 2005, and are expected to grow by an annual of 17% in 2006 to US$95 billion. The report also reveals that the Internet will influence nearly half of total retail sales in 2010, compared to just 27% in 2005. A recent report from [1] indicates that 31% of Australian adults purchasing or ordering goods or services over the Internet increased significantly in 2004-05, and compared to just 5% in 1999. This trend indicates remarkable potential and demonstrates that e-commerce has proven to be a promising channel of choice for consumers [51] .
The use of e-commerce in business is gradually transforming into a mainstream business activity. Since the transactions take place without personal contact and handling products, consumers in the e-commerce marketplace are more vulnerable than in the traditional marketplace. For example, Internet users fear a credit card fraud or theft, personal information being share, not receiving the right products, and difficult to return product [4] , [13] . Many potential online consumers terminate their online transactions for security or privacy reasons [1] , [30] . Online retailers recognize that online consumers decide to shop online because they trust that the retailer has ability to secure their transaction and information [55] . Without complete confidence, consumers will never make a purchase with online vendors [15] . Trust mitigates the feelings of uncertainty that arise when the shop is unknown, the shop owners are unknown, the quality of product is unknown, and the performance of post-purchase service is unknown. All of these conditions are likely to arise in an e-commerce environment. Trust mainly affects consumer behavior and consequently the Internet retailer need to cultivate trustworthiness for consumers to continue the growth of the ecommerce marketplace [9] .
There are a considerable number of factors related to online trust that require special understanding with respect to the ecommerce environment. These include reputation, security, privacy, customer service, and website quality [15] , [32] , [54] . Despite a vast amount of theoretical literature, there is little empirical research into how all dominant factors impact on online trust. This study focuses on developing an instrument to investigate the consumer's perceptions of online trust in the ecommerce environment between the consumer and the store.
The remainder of the paper is organized as follows: Section 2 defines online trust for this study and reviews relevant research. Section 3 describes the research framework. Section 4 reports the findings. Final Section concludes the finding.
Literature review

Definition of online trust
While there are many different definitions of trust in different disciplines, some researchers have argued that some definitions of trust are too abstract to be useful for conceptual or empirical work [5] . Reference [5] called for specifying the domain and connotative meaning of the trust construct in the context of a certain discipline.
The aim of this study focuses solely on the consumer's perceptions of online trust in the e-commerce environment between the consumer and the store. The focus is on developing a framework to explain online trust, and developing a robust and conceptually appealing definition of online trust that can be used in e-commerce (individual buyer) contexts.
In this study, the definition of online trust is adapted from [46] -"online trust is the willingness of a consumer to be vulnerable to the actions of an online store based on the expectation that the online store will perform a particular action important to the consumer, irrespective of their ability to monitor or control the online store". This definition is general enough to encompass trust for all types of operations and transactions. It is specifying the realm and implicative meaning of the online trust construct in the e-commerce context in several ways. First, across disciplines there is agreement that trust only exists in an uncertain and risky environment. Online trust also exists in uncertain or vulnerable situations controlled by online store. Second, online trust is expectancy or predictability. It cannot exist without some possibility of being in error. Third, online trust requires mutuality. There must be a trusting party (trustor) and a party to be trusted (trustee) in any trust relationship. Fourth, online trust is related to good (or nonnegative) outcomes.
Factors for online trust in e-commerce
A significant body of knowledge from several research streams shed light on how trust forms. Drawing from those theoretical streams, a number of trust antecedents have been identified in the literature. Based on these theoretical or empirical constructs, the trust antecedents of interest in this study are personality-based trust, knowledge-based trust and institution-based trust. They are discussed below.
Personality-based trust
Personality-based trust or propensity to trust is defined as the extent to which one displays a consistent tendency to be willing to depend on others across a broad spectrum of situations and persons [46] , [47] , [48] . This form of trust is based on a belief that others are typically well-meaning and reliable. These beliefs are a trust credit that is influenced by cultural background and personality type [46] . Such a disposition is especially important in the initial stages of a relationship [46] , [47] . Later, as people interact with the trusted party, these dispositions are molded by certain childhood-derived attributes that have become more or less stable over time because people are more influenced by the nature of the interaction itself [47] .
Existing research has revealed that an individual's propensity to trust is related to consumer trust in the ecommerce context. For example, research conducted by [22] and [24] based on online shopping with Amazon.com suggested that propensity to trust has a positively significant association with consumer trust. This evidence suggested that propensity to trust should be especially important for inexperienced online consumers, since, in the absence of social cues and experience with an online retailer, new consumers are forced to base their trust primarily on their socialized propensity to trust [22] . Findings from a study carried out by [60] in U.S.A., Singapore, and China indicated that propensity to trust has a positive impact on consumer trust in electronic commerce. Similarly, the research conducted by [67] also suggested that propensity to trust positively affects online trust.
Knowledge-based trust
Knowledge-based trust is based on the predictability of the other party; that is through knowing the other sufficiently well that their behavior is predictable [41] . It assumes that the parties have first-hand or second-hand knowledge of each other. First-hand knowledge requires a familiarity with the online vendor. If there is no interaction history with the particular party, consumers do not trust most Internet stores enough to engage in "relationship exchanges" that involve money and personal information [32] . While the second-hand knowledge, like store reputation, brand name, and store size may influence trust, one missing factor is the implicit comfort of face-to-face communication present in physical interactions [6] . The knowledge-based trust such as familiarity, reputation, brand, size, website quality, and customer service will be discussed below.
Familiarity
Knowledge-based trust antecedents such as familiarity with the online vendor suggest that trust develops over time. That is, it accumulates over time as the relationship develops with the accumulation of trust. Thus, the development of trust between parties requires time and an interaction history [47] . Familiarity is experience with the what, who, how, and when of what is happening. While trust reduces social complexity relating to future activities of the other party, familiarity reduces social uncertainty through an increased understanding of current actions of the store [45] .
In e-commerce, consumer familiarity, for example, corresponds to how well a consumer comprehends the website procedures, including when and how to enter credit card information [22] . Accordingly, familiarity with a trustworthy online vendor should increase consumer trust. This occurs because more familiarity implies an increasing amount of accumulated knowledge derived from experiencing previous successful interactions through the website [22] . People tend to trust the familiar, and familiarity obtained through frequent exposure has the potential to engender trust.
Reputation
Reputation is conceptualized as the consumer's perception of a store's reputation, where reputation is defined as the extent to which consumers believe a store is honest and concerned about its consumers [17] . Where consumers do not have personal experience with a vendor, word-of-mouth reputation can be a key to attracting consumers. Hearing from others of their positive experience with a vendor can help ease users' perceptions of risk and insecurity when interacting with the online vendor. According to [47] , online vendors with a good reputation are seen as trustworthy and those with a bad reputation are seen as untrustworthy. Furthermore, the reputation of an online vendor is likely to influence a buyer's trust towards that vendor [20] , [34] , [54] . Hence, a good reputation suggests certainty and less risk in conducting business, and so helps foster consumer trust. For example, the reputation of Amazon.com has helped to boost its sales [2] .
Some empirical studies related to the reputation of an online vendor associated with trust have been identified in the literature. For example, research carried out by [34] based on online shopping with books or travel, suggested that the reputation of online vendor has a positive impact on online trust. Similarly, the findings demonstrated that the perceived reputation has a significant affect on consumer trust in the ecommerce context [60] , [65] . Whereas, the larger the perceived reputation is, the greater the trust in the company.
Brand
According to [39, p 442] , brand can refer to "a name, term, sign, symbol, or design, or combination of them which is intended to identify the goods and service of one seller or group of sellers and to differentiate them form those of competitors". Researchers have identified brand as a surrogate for trust [16] , [27] , [28] . Reference [35] proposed that Internet brand development is more relevant to service branding than physical goods, primarily due to intangibility, technology, and other benefits, all of which contribute to a degree of trust dependency. Reference [3] pointed out that branding is not only relevant for tangible goods but also a critical success factor for service providers. Brand is used "as the function for building trust-based relationships with customers" [3, p2] . Strong brands increase consumers' trust of the products that they can not physically inspect while helping them to better understand and visualize what they are buying [70] .
Reference [21] indicated that brands were initially thought to be less significant online, particularly in commodity markets where easy comparison would focus attention on price. However, brands offer benefits to the consumers. Consumers in online marketplaces have to rely on electronic information without having the ability to physically inspect the product. Further, uncertainty about product quality can also be a problem for consumers in the online environment. Branding, in the same way, simplifies decision-making by standing for the missing knowledge. In the online environment, the brand stands as a symbol of quality and assurance [70] . Reference [15] stated that brands are important for e-commerce for several reasons. Brands help shoppers make their choice when they have a limited range of clues about the quality and functionality of products. Without brand awareness, consumers may not even know an online store existed. Although an online store may offer high-quality products at lower prices, the consumer may be skeptical over quality, compared with higher priced but better known online brands. While having a wellknown brand reduces the risks for consumers in doing business with a leading online vendor [7] , familiar brands with established records of performance help in building trust [15] . Due to their well-known brands, Internet market leaders are more highly trusted by consumers [62] . Thus, brand should be an important factor for new consumers to initialize online trust.
Size
Reference [17] stated that the size of vendor is comprised of its overall size and market share position in traditional retailing environment. Since a vendor with a large market-share should serve a more diverse and heterogeneous set of consumers [26] , research suggests that the large vendor consistently delivers on its promise to its consumers and so many consumers tend to trust it. If this was not the case, it would not be able to maintain its position in the industry [17] . Large organizational size also indicates that the vendor is likely to possess expertise and the necessary support systems that engender trust and loyalty [12] .
In an e-commerce environment, consumers consider that the larger the size of a vendor, the better they are able to guarantee their products or services so that the risk of product failure or the loss of transaction is reduced. Therefore, the large-sized vendor has the ability to compensate buyers if such a loss occurs [34] .
Website quality
Reference [56] suggested website quality should be judged by the quality of content, structure and navigation, and functionality. Content is the information provided on the site. Good content should be engaging, relevant, and appropriate for the consumer. It may be informative, useful, or funny but it always leaves consumers wanting more. Structure and navigation refers to the organization of information on the site and the method in which users move through sections. Sites with good structure and navigation are consistent and effective. Good navigation gets users where they want to go quickly and offers easy access to the breadth and depth of the site's content. Functionality is the use of technology on the site. Good functionality means the site loads quickly, has live links, and any new technology used is functional and relevant for the intended audience. The site should work cross-platform and be browser independent. Good functionality is technology that is transparent to the user.
In the traditional environment, the most salient source of trust in a retail setting is the salesperson, where consumer trust is dependent on the salesperson's expertise, likeability, and similarity to the consumer [17] . However, with online shopping, this physical salesperson is replaced by help buttons and search features, thus removing the traditional basis of consumer trust in the shopping experience [43] . In the online environment, a well-designed website of an online vendor should provide consumers with sufficient information for making purchase decisions, user-friendly navigation, smooth vendor interaction, and an easy ordering procedure. It should influence consumers to trust an online vendor as does a salesperson in traditional retailing environment.
An empirical result from [14] suggested that perceived website quality has a positive impact on trust from Internet users in New Zealand. Similarly, the findings demonstrated that website quality strongly correlates with trusting beliefs in online banking [70] . In general, a good quality of website should enhance the formation of consumer trust in online environments.
Customer service
Reference [64, p246] defined customer service as "an organizational perspective and process that focuses on meeting customer expectations by doing the right things right the first time". The process by which an organization delivers its services or products allows the consumer to access them in the most efficient and cost effective way and so meet the consumer's expectations.
Some researchers stated that firms can maintain consumer retention by responding to service failures in a fair manner [33] , [50] . These findings suggest that purchase intentions will remain stable, and possibly increase, when service recovery is effective. These findings imply that effective customer service also decreases consumer risk and inspires trust again. On the other hand, a poor customer service effort may substantially reduce their future intentions to purchase from the failing firm, because the firm does not keep its promise and that dramatically reduce the trustworthiness of the firm. Therefore, this study considers that an effective customer service will affect trust between consumers and online vendors.
Institution-based trust
The concept of institution-based trust proposed by [47] represents the beliefs held by consumers about impersonal structures and favorable conditions, in which they feel safe, assured, and comfortable with the prospect of depending on the business. The following subsections propose some trustbuilding strategies based on structural-assurance mechanism. These include perceived security, perceived privacy and thirdparty assurance.
Perceived security
Security has been widely recognized as one of the major obstacles to adoption of e-commerce [19] . Security has been defined as the protection against the threat that creates "circumstance, condition, or event with the potential to cause economic hardship to data or network resources in the form of destruction, disclosure, modification of data, denial of service, and/or fraud, waste, and abuse" [37, p177] . Using this definition, in the context of electronic commerce, threats can be made either through network and data transaction attacks or through unauthorized access to the account. The means by which unauthorized access to account occurs is via false or defective authentication such as the theft of credit card information, or stealing of personal information. Perceived security then is the consumers' perception of the degree of protection against these threats. Security controls that provide technological and organizational support to e-commerce, ensure timely and accurate completion of transactions, prevent fraud and third-party manipulation, assure smooth transactions, and safeguard transaction authentication to insure against damage.
Some empirical findings indicated that perceived security is positively associated with trust in e-commerce contexts [9] , [66] , [70] . Similarly, in [69] , transaction security was the most important antecedent of online purchase intention with a mediator of trust or website satisfaction. According to the prior research, as perception of security risk decreases, trust on an online store is expected to increase.
Perceived privacy
Perceived privacy is defined as "the subjective probability with which consumers believe that the collection and subsequent access, use, and disclosure of their private and personal information is consistent with their expectations" [8, p13] . Privacy involves the protection of personal informationnot sharing personal information collected about consumers with other sites, protecting anonymity, and providing informed consent [20] .
Public opinion surveys continue to find that a majority of consumers express concern about losing control over the ways in which organizations handle their personal information [30] . The ultimate aim of perceived privacy is to enhance autonomy and/or minimize vulnerability. Control over information is a key dimension of privacy and has been stressed by researchers in diverse disciplines. Consumers in an online environment, contrary to traditional retail environment, perceived little control over information privacy. This has a striking influence on their willingness to engage in exchange relationships with online vendors. It is the willingness of consumers to share information over the Internet that allows purchases to be concluded. However, it is clear that consumer concern with information privacy is having an impact on the consumer Internet market. For the e-commerce to reach its full potential, privacy concerns must still be addressed further.
There are some empirical studies within e-commerce contexts that provide contrary findings in perceived privacy to inspire trust [8] , [42] , [66] , [70] . Their findings indicated that perceived privacy is positively associated with trust in ecommerce contexts [42] , [70] . Whether online vendors are able to protect personal information and prevent credit card misuse is a major concern for Internet users when shopping online.
Third-party assurance
In the electronic commerce context, consumers have no control over the online vendors, no guarantee of the quality of the online content, and no power to influence the sites' behavior. Therefore, certification third parties or intermediary mechanisms such as TRUSTe, BBBOnLin, CPA WebTrust, Verisign, insurance, etc. can balance the power and create the needed trust between the online vendor and its consumers.
The independent nature of third-party certification has been developed by the e-commerce industry in order to help consumers feel more trusting when conducting business with websites. Insurance, the other intermediary mechanism, is aimed at protecting consumers by reducing risks and inspiring trust [59] . Insurance refers to social arrangement in which there is a promise to compensate individuals for future harm if it occurs. Consumers are mostly concerned with the monetary aspect of e-commerce transactions, as opposed to the means through which the transactions happen. Here it is proposed that by removing the liability of an unauthorized transaction, the consumers will increase trusting beliefs about the service provider. The shift of liability and provision of a guarantee transfer the burden of security threats from the consumer to the online service provider. It is therefore justified to argue that consumers would perceive a transaction would occur in accordance with their confident expectations, if the risk of disputed transactions were no longer their own responsibility [70] . In e-commerce contexts, insurance is often offered in terms of financial compensation such as fully covering the cost of a credit card purchase that goes wrong or via some other arrangement such as seeking to cover data destroyed by mistake [20] . Whereas the insurance company ensures that the provided guarantee is comprehensive, most consumers were enthusiastic about using insurance as a surrogate for affecting trust on the e-commerce environment [59] . Therefore, providing insurance on e-commerce contexts should influence consumer trust.
There are some empirical studies on e-commerce contexts to provide contrary findings on the ability of Web seals to inspire trust [23] , [38] , [49] , [70] . Their findings revealed that displaying a Web seal on website has a positive impact on online trust [23] , [38] .
Research framework
A more detailed discussion drawn from several research streams was provided above. It classified nine factors from empirical point of view to identify which factors should be included to measure online trust for this study and provided a framework of online trust (Figure 1 ) to measure the trust online in the e-commerce environment. With personal-based trust, new consumers or inexperienced consumers in the absence of social cues and experience with an online store and their tendency to initiate a relationship with an online store is primarily based on their propensity to trust [22] .
With knowledge-based trust, trust develops over time. Thus, the development of trust between parties requires time and experience. Experience such as familiarity, website quality and customer service reduces social uncertainty through increased understanding of function of the store's activities. Further, the better the reputation and brand name of online store has, the more trustworthy the online store will be. On the other hand, the perceived size of an online vendor does not influence consumers trust in the same way as the perceived size of a traditional vendor does. Further, the size of an online vendor is not easily or correctly judged through its website as in the case with a physical store is. Hence, consumers tend to recognize reputation and brand, and do not place much reliance on the size of online vendor. Perceived size is consequently excluded from this study.
The discussion on institutional-based trust identified third trust-building strategies (perceived security, perceived privacy and third-party assurance). In the definition of online trust "the online store will perform a particular action important to the consumer", many successful methods adopted by e-commerce companies to overcome trust barriers are in institution-based trust antecedents reflecting that an online store will perform a particular action to secure consumers' feelings about their situation are guaranteed and safe.
Based on the review of the literature, this study classified items for each factors from existing studies. The factors were: online trust [22] , [23] , [31] , [34] , [40] , [48] , reputation [34] , [40] , [60] , perceived security [10] , [40] , [61] , [63] , perceived privacy [10] , [8] , [64] , [63] , propensity to trust [10] , [22] , [48] , [60] , [67] , third-party assurance [10] , [23] , familiarity [22] , [23] , [67] , website quality [11] , [14] , [44] , [48] , brand [18] , [68] , and customer service [58] .
Method
Participants
This study focuses on consumer trust in the e-commerce commerce contexts and the target population should be Internet users. University students were chosen as the research population for this study. The selection of subjects was deemed to be appropriate for the following reasons:
The majority of Internet users are generally younger and more highly educated than conventional consumers, which make university student samples closer to the online consumer population [48] . The majority of adult Internet users have a university education and this population represents the fastest growing group of Internet users [53] . University students are a very good target group for research study in the field of e-commerce, since they have free access to the Internet and have the opportunity to use this medium for communication and commercial transactions [65] .
Data collection methods
All data were collected through a survey constructed to measure the following variables: online trust, propensity to trust, familiarity, brand, reputation, website quality and customer service, perceived security, perceived privacy, thirdparty assurance and key demographic characteristics.
All the constructs of the framework were measured using multiple items based on scales obtained from the literature as shown in the previous chapter. All items were assessed via 7-point interval scale ranging from strongly disagree (1) to strongly agree (7) . The survey was administered by the researcher during class time in the first or second week of the 
Results
Because of the exploratory nature of this study, a principal component factor analysis was used to confirm initial factors for online trust. Reference [29] stated the more acceptable case-to-variable ratio is ten-to-one ratio and if the study has a low case-to-variable ratio then PROMAX rotation methods should be applied. This study uses 172 cases to measure 34 variables and thus the case-to-variable ratio is five-to-one. Since the case-to-variable ratio is low, the PROMAX-rotation with Kaiser Normalization as recommended by [29] was used. Any missing values were replaced by the mean as noted above. The initial analysis extracted eight factors that were evident on the scree plot and had Eigenvalues greater than 1. Several of the original factors were combined. After several iterations, the analysis retained 29 items that were loading on seven factors. The items in these factors remained unchanged and accounted for 72.198% of the total explained variance (see Table 1 ). All items within a given scale loaded strongly on one factor and weakly on all the other factors (items load on their own factor with coefficient greater than 0.5, and on all other items with coefficient less than 0.4), thereby satisfying the requirements of validity and were deemed appropriate for further analyses.
In order to assess reliability, the Cronbach alpha [29] , [52] was calculated for each of the seven identified factors. The reliability of each factor was estimated by computing its Cronbach Alpha as seen in Table 2 . All factors met the reliability critical that Cronbach alpha is greater than 0.7, as the lowest alpha was 0.796. Therefore, these factors are considered reliable. Regression analysis was used to examine the relationship between the dominant factors and online trust. The regression model was significant (R 2 = .715) at p < 0.001. As can be seen in Figure 2 , propensity to trust, brand, reputation, website quality, customer service, system assurance, and third-party assurance were included as significantly contributing variables.
Significance level: ***p<0.001, **p<0.01, *p<0.05, ns = non-significant 
Conclusion
Focusing on online trust has been a priority and one of the primary concerns in e-commerce [32] . As a relatively young research field, research on trust in e-commerce is still in the stage of borrowing different constructs from other theories and developing theoretical frameworks [25] . Reference [25] also noted that most researchers neglect some important factors that are relevant for trust-related behaviors. The findings from this study reveal that to better understand consumers' assessment of online trust; it is beneficial to investigate the key factors perceived by Internet users. Inasmuch as trust develops over time and is not a static but a dynamic phenomenon, this study sought to better to understand consumer's behavior from the purchase process perspective and then to identify those factors that engendered online trust. This study revealed that online vendors should focus on such online trust factors as propensity to trust, reputation, brand, system assurance, website quality, third-party assurance, and customer service.
